DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEQUARDING

CONTRACT SECURITY CLASSIFICATION SPECIFICATION |# FACILITY CLEARANCE REQUIRED

SECRET
{The requirements of the DoD Indusitrial Security Manual apply b.LEVEL OF SAFEGUARDING REQUIRED
to afl security aspects of this effort) SECRET
2. THIS SPECIFICATION IS FOR: /X and complete as applicablel 3. THIS SPECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACT NUMBER i Drate (YYMMOD)
a. ORIGINAL {Complete date in all cases)
b. SUBCONTRACT NUMBER b. REVISED {Supersedes Revision Na. Date (YYMMDD)
all previous specs/
w ¢ SOLICITATION OR OTHER NUMBER DUE Date ryymaDD) FINAL (€ tete I 5in all y Date (Y YMMDD)
C. omplete ltem 5 in ali cases
F44650-99-R-0002 99 07 30
4.18 THIS A FOLLOW-ON CONTRACT? | X [YES |  [NO. If Yos, complete the following:
Classified material received or generated under F26600-95-C-0021 fPreceding Contract Number] is transferred to this follow-on contract
T i A Bt Al o mvmn: o An T T T T
9.5 THIS A FINAL DD FORM Z2b4? | | YES | >< [ NO. !f Yes, complete the following:
I response to the contractor's sequested dated . retention of the identified classified material is authorized for the period of

6. CONTRACTOR (inciude Commercial and Government Entity (CAGE] Code)

a. NAME, ADDRESS, AND ZIP CODE b CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

7. SUBCONTRACTOR

a. NAME. ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE {Name, Address, and Zip Code)

8., ACTUAL PERFORMANCE

a. LOCATION b, CAGE CODE | ¢ COGNIZANT SECURITY OFFICE (Nam

See Block 13

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

10. THIS CONTRACT WILL REQUIRE ACCESS TO:| vEs | NO { 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: | YEs | nO
— X a. HAVE ALTCESS TO CLASSITIED INFORMATION ONLY AT ANGTHER CONTRACTOR'S
3. COMMUNICATIONS SECURITY (COMSEC) INFORMATION FACILITY OR A GOVERNMENT ACTIVITY X
b, RESTRICTED DATA M |b. RECEIVE CLASSIFIED DOCUMENTS ONLY %
¢ CRITICAL NUCLEAR WEAPON GESIGN INFORMATION X s RECEIVE AND GENERATE GLASSIFIED MATERIAL X
4. FORMERLY RESTRICTED DATA » | 4. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE p e
e. INTELLIGENCE INFORMATION e.  PERFORM SERVICES ONLY X
R HAVE ACCESS 10 U.S. CLAGSIFIED INFORMAT] ON OUTSIDE THE U 3. PUERTO ™
11) Sensitive Compartmented Information  [SCI) U S. POSSESSIONS AND TRUST TERRITORIE
YA BE THGRIZED 10 USE THE SERVICES OF DEFENSE TECHNICAL TNFSAMATION 4
2] Non-SCI CENTEH IDTIC) OR OTHER SECONDARY DISTRIBUTION CENT
f. SPECIAL ACCESS INFORMATION X | b REQUIRE A COMSEC ACCOUNT X
g NATO INFORMATION » |i. HAVE TEMPEST REQUIREMENTS 4
h.  FOREIGN GOVERNMENT INFORMATION » |i. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS 4
i, LIMITED DISSEMINATION INFORMATION » | k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE P
i.  FOR QFFICIAL USE ONLY INFORMATION X . OTHER (Specify
k. OTHER (Specify!

DD Form 254, DEC 90 {EF-V'1)} tPerrorm PRO) Previous editions are obsolete.




12. PUBLIC RELEASE. Any information (classified or unclasaified) pertaining te this centract shall not be released for public dissemination except as provided by the Industrial Security
Manual or unless it has bean approved for public releass by appropriate Government autharity. Propossd public relaases shall be submitted for approval prior to relaase

Direct X Through {Specify):

HQ ACC/DORS
114 Thompson Street
Langley AFB, VA

to the Directorats for Freadom of Information and Secunty Reviaw, Office of the Assistart Secretary of Defense (Public Affairs) for review,
In the case of non-DoD User Agencies, requests for disclosure shall be submitted te that agency.

13. SECURITY GUIDANCE. The security classification guikiance need for thi clagsifisd effort is identified below. If any difficulty is encountared in applying this guidsnce or if any
other contreibuting tacter indicates a need for changes in this guidance, the contractor 19 authorized and encouraged to provide recommendad changes; to challange the guidanca or the
classification assigned to any information or material furnished or generated under this contract; and 1o submit any questicns for interpretation of this guidance to the official identified
below. Fending final decision, the information invofved shall be handled and protected at the highest level of classification assigned or recommended. [Filf in as appropriate for the classifisd
effort. Artach, or forward under separate correspondence, any documents/guidelines/extracts referance herein. Add additional pages as needed to provids complete puidance.)

Ref Item 8a:  Belle Fourche Electronic Combat Range (Electronic Scoring Site)
Granite Peak Electronic Combat Range (Electronic Scoring Site)
Harrison Electronic Combat Range (Electronic Scoring Site)
La Junta Electronic Combat Range (Electronic Scoring Site)
Dare County Electronic Combat Range
Melrose Electromic Combat Range
Poinsette Electronic Combat Range

Ref [tem 10a: Reference item 10a: COMSEC material/information may not be released to DoD contractors without the Air Force
Cryptological Support Center (AFCSC) approval. Contractor must forward requests for COMSEC material/
intormation to the COMSEC officer through the program office. Access to COMSEC material by personnel is
restricted to U.S. citizens holding final U.S. Government clearances. Such information is not releasable to
personnel holding only reciprocal clearances.

Ret Item 10y "For Ofticial Use Only" information provided under this contract shall be safeguarded as specified
in the attachment "Protecting For Otficial Use Only (FOUO) Information. "

14. ADDITIONAL SECURITY REQUIREMENTS . Requirements, in addition to 1SM requirements, are established for this contract. (if Yes, identify | )4 Yas I No
the pertinent contractual clauses in the contract document itseif, or pravide an appropriate statement which identifies the additional requirernents, Frovide
a copy of the requirements to the cognizant security office. {I1se ftem 13 if additional space s neaded)

Ref ftem 111 and 11): Refer to Section C-5, Chapter |, paragraph 5.7 of the Performance Work Statement,

15, INSPECTIONS. Eiements of this contract are outside the nspection responsibility of the cognizant security office.  ff Yes, identify specific l Yas | >< No

areas or elements carved out and the activity responsible for inspections. Use Item 13 if additional space is needed.)

33

6. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (inciude Area Code)

Richart T. Cannella Contracting Officer 757-764-9125

d. ADDRESS finclude Zip Coder 17. REQUIRED DISTRIBUTION
ACC Contracting Squadron/LGCQO | |a conTRAcTOR
11817 Cannon Blvd Suite 306 b. SUBCONTRACTOR

fe—Ngwport News, VA 23606-1988 5. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

e. SGNATURE d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

a. ADMINISTRATION CONTRACTING OFFICER
/ f. OTHERS AS NECESSARY

DD Form 254, DEC 90 (REVERSE] (EF-V'1) iPerFORM PRO)



DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION
DD FORM 254 CONTINUATION SHEET
Ref Item 11c:

Two items are classified "CONFIDENTIAL" inthe AN/TPQ-43 Radar System. They are as
follows:

(& Bomb scores when produced during an Operational Readiness Inspection (ORI) or a
Conventional Operational Readiness Inspection (CORI)

(b) Pre-release maneuvers and post-release maneuvers. These maneuvers are scored
using the evasive maneuver criterialisted in Appendix V1 to the SEEK SCORE System
Specification and are classified "CONFIDENTIAL" only to the extent the criteria used to
determine their reliability is classified "CONFIDENTIAL." The hard-copy printouts and
magnetic tapes resulting from a mission as described above will be classified
"CONFIDENTIAL."

Ref Item 13:
The following Security Classification Guides are applicable to this contract and shall be adhered
to during the performance of contract requirements:

Title Office of Origin
a  EW Threat Emitters Security SM-ALC/LHRP
Classification Guide (SCG),
15 May 97, Updated Feb 98
b.  Security Classification Guide B-1B OC-ALC/LAB
Program, 30 Jun 91, extract
c. B-52 A-H Weapon System Master OC-ALC/LH
SCG, 1 Oct 97

Ref 1tem 13: The Security Requirements for the Route Integration I nstrumentation System
(RINIS) are outlined on the following source listing and must be complied with as part of this
solicitation/ contract. These source listings will be utilized as the source documents for all
security related issues/requirements concerning the RIIS.

Title Office of Origin
a  B-52 A-H Weapon System Master OC-ALC/LH
SCG, 1 Oct 97
b. AN/ALQ-122 Countermeasures System SCG WR-ALC/LNRB

AN/ALT-16 (A) Transmitting SCG, 22 Feb 93

Cc. AN/ALT-153 Tall Warning SCG, 21 Feb 97 WR-ALC/LNRB



Title

AN/ALQ-155 (V) Power Management System
(PMYS); AN/ALT-28 (V) Transmitting Set,
AN/ALT-13 (V) Transmitting Set SCG, 25 Jun 97

AN/ALQ-172 (V) Electronic Countermeasures
SCG, 15 Oct 96

B-1B Program SCG, 30 Jun 91

Electromagnetic and Expendables SCG,
31 Aug 93

AGM-86A Air Launched Cruise Missile SCG,
1 May 97

AGM-129A Advanced Cruise Missile SCG,
1 Dec 93

Air Force Nuclear Weapons System SCG
18 Jan 89

ACCI 11-456 (S), ACC Electronic Combat
Training and EMCON Procedures (U), 1 Oct 96

MCM3.1V2 (SINF/NC/WNJ) Threat Reference
Guide and Countertactics, (U), 9 Oct 92

T.O. 1B-1B-1-3-1 (S), Supplementary Manual,
B-1B Defensive Systems Officer Flight
Manua (U), 31 Mar 90

T.0. 1B-52H-1-13-1 (S), Supplementary Manual,
B-52G/H Electronic Warfare Officer Manual (U),
15 Jun 83 (Undergoing revision)

Electronic Warfare (EW) Threat Emitters
Security Classification Guide, 15 May 97,
updated Feb 98

AGM-142 HAVE NAP SCG, 1 Jun 95

Office of Origin
WR-ALC/LNRB

WR-ALC/LNRB

OC-ALC/LAB

OC-ALC/LAHN

OC-ALC/LAMN

OC-ALC/LAMN

HQ AFOSP/SPIB

HQ ACC/DIIO

ACC/INA

OC-ALC

OC-ALC/LHRH

SM-ALC/LHRP

AAC/WMG



Ref. Item 17f:
Other: HQ ACC/SFI 99 SPS/SFI
Det QAEs 4455 Grissom Avenue
Nellis AFB, NV 89191-6534

Det Host Base Security Offices:

28 SFS/CC 314 SFS/CC

2740 Edker Drive, Ste. 4 3979 Cannon Drive

Ellsworth AFB, SD 57706-4829 Little Rock AFB, AR 72099-5011
6549 Air Base Group SFS/CC 21 SFS/CC

6010 Gum Lane 50 South Peterson Blvd, Ste 104
Hill AFB UT, 84056-5825 Peterson AFB CO 80914-1560

MAJCOM Security Police:

HQ ACC/SFOS
220 Sweeney Blvd Ste 112
Langley AFB, VA 23665-2796



